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Abstract
A study of the correlation between the power signals received at both ends of bidirectional
free-space optical links is presented. By use of the quasi-optical approximation, we show that
an ideal (theoretically 100%) power-signal correlation can be achieved in optical links with
specially designed monostatic transceivers based on single-mode fiber collimators. The
theoretical prediction of enhanced correlation is supported both by experiments conducted
over a 7 km atmospheric path and wave optics numerical analysis of the corresponding
bidirectional optical link. In the numerical simulations, we also compare correlation properties
of received power signals for different atmospheric conditions and for optical links with
monostatic and bistatic geometries based on single-mode fiber collimator and on
power-in-the-bucket transceiver types. Applications of the observed phenomena for signal
fading mitigation and turbulence-enhanced communication link security in free-space laser
communication links are discussed.

Keywords: atmospheric turbulence, free-space optical communications, fiber optics, optical
reciprocity

(Some figures may appear in colour only in the online journal)

1. Introduction

The relation between two waves propagating in op-
posite directions—the so-called bidirectional or counter-
propagation—through a common path in an optically inhomo-
geneous medium such as the turbulent atmosphere has been
the subject of numerous studies [1–3]. In most commonly
considered double-pass and target-in-the-loop scenarios, a
transmitted optical wave propagates through the atmosphere
towards a remote object (target) and then propagates back
after being scattered off the object’s surface [3, 4]. The
double-pass propagation results in several interesting effects,

including enhanced intensity and phase fluctuations of the
backscattered (target-return) wave [1, 5]. In the optical
wave propagation geometry that is typical of point-to-point
free-space laser communication applications, the counter-
propagating waves are generated by two independent mono-
static laser transceivers at each end of the communication
link. According to the optical reciprocity principle for
small size (point source) transceivers, propagation through
the same refractive index inhomogeneities results in strong
(theoretically 100%) correlation between the power signals
measured at opposite ends of the propagation path [6].
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Figure 1. Notional schematic of the bidirectional wave propagation link based on single-mode fiber collimator transceivers T1 and T2
composed of collimating lenses L1 and L2 with fiber tips located in their focus and an optical train based on single-mode fiber for both
transmitted and received waves.

In this study, we demonstrate through theoretical
analysis, supporting numerical simulations and atmospheric
experiments that strong correlation between received signals
can be also achieved in more realistic cases of finite aperture
size monostatic laser transceivers. As shown in section 2,
an ideal correlation of received signals at both ends of
the propagation path can be observed in an optical link
based on specially designed laser transceivers composed of
single-mode fiber collimators (SMFC). In the link based on
SMFC transceivers, the power received by each transceiver is
proportional to the overlapping integral between the counter-
propagating waves (also known as the interference metric [7,
8]). The ideal correlation between received power signals that
are measured at both ends of the propagation path follows
from the derived overlapping integral conservation law. The
analytical results obtained in section 2 are verified through
numerical simulations and direct experimental measurements
of received power signals which are performed over a
7 km-long atmospheric link. The experimental measurements
are described in section 3. In section 4, numerical simulations
are used to analyze the received signal correlation properties
for different transceiver configurations. Potential applications
of the observed phenomena in laser communications are
discussed in section 5.

2. Bidirectional optical link based on SMFC
transceivers: mathematical model and analysis

Consider the bidirectional optical propagation setting based
on SMFC transceivers T1 and T2 in figure 1. Each
SMFC transceiver represents a fiber collimator which is
utilized to simultaneously transmit a quasi-monochromatic
continuous wave laser beam and receive the corresponding
counter-propagating optical wave. Laser beams enter the fiber
collimator through the tips of single-mode fibers which are
positioned at the collimating lens focus. The outgoing beams
propagate through an optically inhomogeneous medium such
as the atmosphere and enter the SMFC apertures as illustrated
in figure 1. The received optical waves are then focused by

the collimating lenses and coupled into the fiber tips. The
coupled waves propagate through the single-mode fibers and
after passing the fiber-integrated beam splitters BS1 and BS2
enter the photo-detectors PD1 and PD2. These beam splitters
are used to separate outgoing and received optical waves. The
photo-detectors measure the signals P1(t) and P2(t), which
are proportional to the powers coupled into the fibers, where t
is the time variable and temporal fluctuations of the received
signals are caused by random refractive index variations along
the propagation path.

Assuming that received signals P1(t) and P2(t) can be
considered as stationary random processes, we can define the
normalized cross-correlation function γ12(τ ) as [9]

γ12(τ ) =
〈P1(t)P2(t + τ)〉 − 〈P1(t)〉〈P2(t)〉[

〈P2
1(t)〉 − 〈P1(t)〉2

]1/2 [
〈P2

2(t)〉 − 〈P2(t)〉2
]1/2 ,

(1)

where 〈·〉 denotes averaging over ensemble realizations of
random functions P1(t) and P2(t). In practice, the ensemble
averaging can be replaced by averaging over a sufficiently
long time T � τn, where τn is a characteristic time scale of
refractive index fluctuations over propagation path.

In order to derive an expression for the normalized
cross-correlation function—the ultimate goal of this section—
consider first the signal P1(t) that is registered by the
photo-detector PD1 in figure 1. In the case of a single-mode
fiber, this signal is proportional to [10]

P1(t) =

∣∣∣∣∫ M0(r)ψF(r, t) d2r
∣∣∣∣2 (2)

where the normalized function M0(r) describes the principal
eigenmode of the single-mode fiber, and ψF(r, t) is the
complex amplitude of the optical field that enters the fiber tip
at the focal plane F of the collimating lens L1. Note that for
a single-mode fiber, M0(r) is proportional to exp[−|r|2/w2

],
where w is the 1/e mode-field radius [10]. The complex
amplitude of the optical field transmitted through the fiber
tip is given by AF(r) = c0M0(r), where c0 is a constant that
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depends on the transmitted power. Correspondingly, P1(t) in
(2) can be represented in the equivalent form

P1(t) = κ1

∣∣∣∣∫ AF(r)ψF(r, t) d2r
∣∣∣∣2 , (3)

where κ1 is a parameter that depends on both the transmitted
power (through coefficient c0) and photo-detector sensitivity.
This expression can be further modified by considering
complex amplitudes of the outgoing AB(r) and received
ψB(r, t) optical fields in the lens L1 rear plane (plane B in
figure 1). It can be easily shown (see below) that (3) can be
rewritten as

P1(t) = κ1

∣∣∣∣∫ AB(r)ψB(r, t) d2r
∣∣∣∣2 . (4)

As a next step, substitute AB(r) and ψB(r, t) in (4)
by complex amplitudes A(r, z = 0) and ψ(r, z = 0, t) of
optical fields at the collimating lens front plane (plane
z = 0 in figure 1). Transformation of optical field complex
amplitude after propagation through this lens can be described
by the following complex transfer function, W1(r) =
a1(r) exp[iφ1(r)], where a1(r) and φ1(r) are the lens aperture
and phase functions respectively. Taking into account that
A(r, z = 0) = AB(r)W1(r) and ψB(r, t) = W1(r)ψ(r, z =
0, t), from (4) we obtain

P1(t) = κ1

∣∣∣∣∫ A(r, z = 0)ψ(r, z = 0, t) d2r
∣∣∣∣2 . (5)

A similar expression can be derived for the signal P2(t)
measured by the photo-detector PD2 at the opposite end of
the propagation path:

P2(t) = κ2

∣∣∣∣∫ A(r, z = L)ψ(r, z = L, t) d2r
∣∣∣∣2 (6)

where κ2 is a parameter that depends on transmitted power
and sensitivity of the transceiver T2, and L is the propagation
distance.

For analysis of the correlation between the received
signals P1(t) and P2(t) given by (5) and (6), consider the
counter-propagating waves with complex amplitudes A(r, z, t)
and ψ(r, z, t), where 0 ≤ z ≤ L is a coordinate collinear
to propagation direction (optical axis) and r = {x, y} is
coordinate vector in the plane orthogonal to the optical
axis. For simplicity, we assume that the counter-propagating
waves are monochromatic with identical wavelength λ. In
the quasi-optical approximation, propagation of these waves
can be described by the following system of parabolic
equations [11]:

2ik
∂A(r, z, t)

∂z
= ∇

2
⊥

A(r, z, t)+ 2k2n1(r, z, t)A(r, z, t), (7)

− 2ik
∂ψ(r, z, t)

∂z
= ∇

2
⊥
ψ(r, z, t)+ 2k2n1(r, z, t)ψ(r, z, t),

(8)

where ∇2
⊥
= ∂2/∂x2

+ ∂2/∂y2 is the Laplacian operator over
the transversal coordinates, n1(r, z, t) is a function describing
the refractive index fluctuations, k = k0n0, k0 = 2π/λ is the

wavenumber, and n0 is undisturbed value of the refractive
index. Multiply (7) by ψ(r, z, t) and (8) by A(r, z, t) and
subtract the second equation from the first. As a result we
obtain

2ik
[
ψ
∂A

∂z
+ A

∂ψ

∂z

]
= ψ∇2

⊥
A− A∇2

⊥
ψ. (9)

Denote C the circle of infinite radius centered on r = {0, 0}
and S the surface enclosed by C. Integration of (9) over S
gives

2ik
∫

S

∂(Aψ)

∂z
d2r =

∫
S
[ψ∇2

⊥
A− A∇2

⊥
ψ] d2r. (10)

Applying Green’s theorem, the right-hand side of (10) can be
transformed into a contour integral

∂

∂z

[∫
A(r, z)ψ(r, z) d2r

]
=

1
2ik

∮
C

[ψ∇⊥A− A∇⊥ψ] · dr. (11)

By taking into account that the complex amplitudes ψ(r, z, t)
and A(r, z, t) as well as their first derivatives vanish at infinity,
we obtain the following conservation relationship for the
overlapping integral between the counter-propagating wave
complex amplitudes, also known as the interference metric [7,
12, 13]

J =
∫

A(r, z)ψ(r, z) d2r = const, 0 ≤ z ≤ L. (12)

The interference metric (12) has thus the same value at both
sides of the propagation path, that is∫

A(r, z = 0)ψ(r, z = 0) d2r

=

∫
A(r, z = L)ψ(r, z = L) d2r. (13)

Note that a relationship similar to (13) is fulfilled between the
planes F and B of figure 1, which justifies the transition made
earlier from (3) to (4). Using (5) and (6), expression (13) can
be represented in the equivalent form P1(t)/κ1 = P2(t)/κ2 and
correspondingly for the cross-correlation function in (1) we
obtain:

γ12(τ ) =
〈P1(t)P1(t + τ)〉 − 〈P1(t)〉2

〈P2
1(t)〉 − 〈P1(t)〉2

. (14)

For the correlation coefficient γ = γ12(τ = 0) from (14)
follows:

γ = 1. (15)

This suggests that in an optical link with finite aperture
single-mode fiber transceivers the registered power signals
are perfectly correlated, even in the presence of optical
inhomegeneities along the propagation path. Note that (15)
is also valid for the case of optical links based on single-mode
fiber collimators with different aperture sizes. It is important
to emphasize that in the derivation of (15), we did not use
the reciprocity theorem but rather applied the conservation

3



J. Opt. 15 (2013) 022401 Fast Track Communication

property for the overlapping integral which is derived for the
counter-propagating waves in parabolic approximation of the
diffraction theory. Nevertheless the obtained result—perfect
correlation of received power signals in the bidirectional
link with single-mode fiber collimator transceivers—can be
directly associated with the optical reciprocity principle and
can be correspondingly referred to as reciprocity of received
power signals.

3. Experimental analysis of received power signals
correlation over a 7 km atmospheric propagation
path

In this section, we present results of the experimental analysis
of received power-signal correlations. The experiments were
performed over a 7 km bidirectional atmospheric link. The
notional schematic of the experimental setup is shown in
figure 1. As laser transceivers, we used identical single-
mode fiber collimators from Optonicus [14]. Each SMFC
transceiver consisted of a collimating lens of 33 mm aperture
diameter and 175 mm focal length and a single-mode fiber
with 10 µm mode-field diameter whose tip was positioned
at the collimating lens focal point. One SMFC transceiver
was located on an optical bench next to a window on
the fifth floor of the University of Dayton’s College Park
Center building at a height of 15 m. The second transceiver
was placed on the rooftop of a 40 m-high building located
7 km away. The laser transceivers were carefully aligned by
maximizing the averaged received power signals. This was
performed by controlling the x- and y-position of the fiber
tips with piezo-actuators. To minimize the impact of reflection
of the outgoing beam from the fiber tip on the received
power measurements, the SMFC transceivers were operated
at slightly different wavelengths: 1555.75 and 1554.13 nm.
These wavelengths correspond to the conventional fiber optics
communication channels (channels 27 and 29) within the
L-band of the 200 GHz ITU grid specification. Add-drop
multiplexers were thus used instead of the beam splitters
shown in figure 1 for the back-reflected light filtering. The
received signals were synchronously detected by InGaAs
detectors at both ends of the link. Turbulence strength was
characterized by the refractive index structure constant C2

n,
which was measured with a scintillometer (Scintec BLS 2000).
The received signals were simultaneously recorded in a set of
experimental trials of 2.5 s duration, each with sampling rate
of 5 kHz. The measurement synchronization was performed
through an Ethernet link. An example of the received signal
temporal dynamics at both ends of the propagation path
during a typical experimental trial is shown in figure 2. The
correlation coefficient γ was computed by averaging the data
acquired during 10 subsequent trials. The obtained value of
the correlation coefficient γ = 0.99 with standard deviation
not exceeding 1%, is in an exceptionally good agreement
with the theoretical prediction described in section 2. The
degree of signal correlation hardly changed with variation of
turbulence strength and with the use of SMFC transceivers
with significantly different aperture diameter. The latter was
achieved by blocking a portion of one of the transceiver

Figure 2. Temporal evolution of the received power signals P1(t) in
(a) and P2(t) in (b) measured at opposite ends of a 7 km-long
atmospheric propagation path with C2

n = 5× 10−15 m−2/3. The
signals are presented in arbitrary units (AU). The computed
correlation coefficient γ between P1(t) and P2(t) is equal to 0.993.

apertures. Note that similar results indicating a high degree
of correlation between received power signals were observed
in a communication link between a 2 × 2 ground array of
single-mode fiber based transceivers and a single-mode fiber
based transceiver on-board an aircraft [15, 16].

The overlapping integral (interference metric) conserva-
tion law—the basis for ideal correlation of the received power
signals—was derived in section 2 under the assumption that
both SMFC transceivers operate with identical wavelengths.
Nevertheless, as already mentioned in the experiments we
used slightly different wavelengths. In order to evaluate
the potential impact of wavelength mismatch as well as to
analyze the correlation properties of received signals in optical
links that utilize different types of optical transceivers we
performed a set of numerical simulations that are described
in section 4.

4. Received power-signal correlation in atmospheric
turbulence conditions for different laser transceiver
configurations: numerical simulations

In the numerical analysis we used the parameters of the
experiments described above. The numerical simulation
1024 pixel× 1024 pixel grid corresponded to a 1.5 m×1.5 m
area in the plane orthogonal to the optical axis. Propagation
of laser beams in a turbulent atmosphere was analyzed
using numerical integration of the parabolic equations (7)
and (8) with the standard split operator technique [17]. The
turbulence-induced refractive index inhomogeneities along
a 7 km-long propagation path were represented by a set
of ten equidistantly located and statistically independent
thin phase screens corresponding to Kolmogorov’s refractive
index fluctuation power spectrum [3, 11]. The phase screens
were generated using the infinitely long phase screen
technique [18]. We assumed that temporal fluctuations of the
received power signals are solely caused by wind-induced

4
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Figure 3. Notional schematics of optical links with bistatic transmitter–receiver configurations based on: (a) identical single-mode fiber
collimators (SMFCs) as receivers and transmitters, and (b) SMFCs for laser beam transmission and power-in-the-bucket (PIB) receivers. In
both schematics, the optical receivers on the right are misaligned by introducing a lateral shift 1 that results in a mismatch between the
optical axes of the transmitted and received optical waves.

lateral translation of the entire air volume in the direction
orthogonal to the optical axis (Taylor’s frozen turbulence
hypothesis). In the numerical analysis, a constant wind with
5 m s−1 velocity was simulated using lateral translation of
the phase screens. The functions ψ(r, z = 0, t) and A(r, z =
L, t), obtained from numerical integration of (7) and (8), were
used to compute the corresponding complex amplitudes at the
SMFC transceiver focal planes as well as the power signals
P1(ti) and P2(ti). Here {ti, i = 1, . . . , 105

} is a sequence of
equidistant times of duration 29.3 s used to compute the
correlation coefficient γ . The numerical simulations were
performed for different turbulence conditions as characterized
by the refractive index structure constant C2

n ranging from
zero (no turbulence) to C2

n = 10−14 m−2/3 (strong turbulence).
The numerical analysis results confirmed the predicted ideal
correlation between received power signals. In all cases
examined the deviation of the correlation coefficient γ from
the theoretical value γ = 1 did not exceed 10−9.

The numerical simulations also proved that the mismatch
between wavelengths in the experiments described above
results in negligible deviation of the correlation coefficient
from the theoretical value. However, this deviation is no
longer negligible for wider wavelength separation. Numerical
simulations have shown that the correlation coefficient drops
to γ = 0.788 when using the wavelengths 1064 and 1550 nm
under strong turbulence conditions (C2

n = 10−14 m−2/3).
Consider now the counter-propagating optical settings

in figure 3 which utilize separate transmitter and receiver
apertures—the so-called bistatic transmitter–receiver con-

figuration. This optical link type is commonly used in
free-space optical communication applications. Note that both
optical systems in figure 3 have identical single-mode fiber
collimators (SMFC) transmitters but different type receivers.
The optical receivers in figure 3(a) are based on single-mode
fiber collimators (SMFC receivers), while in figure 3(b) each
receiver is composed of a collimating lens and a wide-area
photo-detector in its focal plane. This receiver, commonly
referred to as power-in-the-bucket (PIB) receiver, measures
the entire optical wave power that enters the collimating lens
aperture.

Consider first the optical link shown figure 3(a). Note
that with perfectly co-aligned receivers and transmitters
this optical link is identical to the corresponding link with
monostatic SMFC transceivers in figure 1. Correspondingly,
the received power signals P1(t) and P2(t) in this system are
perfectly correlated. Nevertheless, such perfect co-alignment
is difficult or even impossible to achieve in practice. For
example, to prevent energy losses of optical waves when
passing beam splitters in figure 3, receiver and transmitter
apertures are commonly mounted side by side with mutual
displacement of optical axes a distance 1 > d apart of each
other.

The question to ask is the following. How well is the
correlation between the signals P1(t) and P2(t) preserved
with a lateral shift of receiver and transmitter optical axes in
figure 3? To answer this question, we performed numerical
simulations using the parameters of the experimental setting
described in section 3. The correlation coefficient between
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Figure 4. Dependences of the correlation coefficient γ on the parameter 1/d describing misalignment between the receiver and transmitter
optical axis for: (a) optical link in figure 3(a), and (b) optical link in figure 3(b). Correlation coefficients are plotted for different values of
the refractive index structure parameter C2

n . In both cases the propagation path length is 7 km, the aperture diameters of the transmitters and
receivers d = 33 mm and the wavelength is 1550 nm.

the power signals P1(t) and P2(t) was computed for different
values of the misalignment parameter 1 that describes the
distance between the optical axes of the transmitter and
receiver apertures as shown in figure 3. Consider first the
simulation results obtained for the optical configuration in
figure 3(a). The corresponding dependences of the correlation
coefficient γ on the normalized distance 1/d, where d
is the aperture diameter, are presented in figure 4(a) for
different turbulence conditions with C2

n ranging from C2
n =

10−16 m−2/3 (weak turbulence) to C2
n = 10−14 m−2/3 (strong

turbulence). As the results show, when the separation distance
1 increases, the correlation coefficient gradually decreases.
Furthermore, decorrelation of the received power signals
occurs more dramatically as the turbulence strength increases.
A 50% drop in correlation coefficient takes place with
1 = 0.75d for strong turbulence (C2

n = 10−14 m−2/3) and
1 = 1.45d in the case of relatively weak turbulence (C2

n =

10−16 m−2/3). This means that the location of the SMFC
transceiver and receiver side by side may result in significant
reduction of the power-signal correlation even in weak
turbulence conditions.

Due to the presence of turbulence-induced phase
aberrations, it is quite common that only a fraction of
the entering receiver aperture power is coupled into the
single-mode fiber. This may result in an insufficiently low
signal-to-noise-ratio (SNR) in the measured power signal. The
SNR can be increased by replacing the SMFC receivers with
power-in-the-bucket (PIB) receivers.

Consider the impact of such a replacement on the
received power-signal correlation. In numerical simulations
of an optical link with PIB receivers in figure 3(b) we
used parameters identical to the optical link with the SMFC
receivers in figure 3(a). The dependences of the received
power-signal correlation coefficient γ on the misalignment
parameter 1/d are shown in figure 4(b) for different values
of C2

n. One can observe that the received power signals are
only partially correlated even in the setting with perfectly
aligned PIB receivers (1= 0). As can be seen from figure 4(b)

the correlation coefficient γ = 0.996 under weak turbulence
(C2

n = 10−16 m−2/3) and drops to γ = 0.83 under strong
turbulence conditions (C2

n = 10−14 m−2/3). With a lateral shift
of the PIB receiver aperture, correlation gradually decreases.
Similar to the optical configuration in figure 3(a), the lateral
shift of the PIB receiver in figure 3(b) over the distance1> d,
which corresponds to side-by-side receiver and transmitter
apertures, results in significant decorrelation of the power
signals even in weak turbulence conditions.

It is quite common that in optical links with a bistatic
transmitter–receiver configuration the aperture sizes of the
receiver and transmitter are different. To analyze the impact
of unequal aperture sizes on the correlation between received
power signals, consider the bistatic optical links in figure 3
with perfectly aligned (1 = 0) but different size receiver
and transmitter apertures. The dependences of the correlation
coefficient γ on the ratio D/d between the receiver and
transmitter aperture diameters are shown in figure 5(a) for
the optical link based on SMFC transceivers (optical setting
in figure 3(a)) in different turbulence conditions. These
dependences have a well defined maximum γ = 1 at D/d = 1,
that is, when receiver and transmitter aperture sizes are equal.
As can be seen in figure 5(a), a mismatch between the receiver
and transmitter aperture diameters results in decorrelation of
the received power signals. This decorrelation is stronger in
more severe turbulence conditions. Note that decorrelation of
the received power signals occurs faster in the case when the
receiver aperture diameters are smaller than the transmitters
(D < d).

Consider now the dependences γ (η) shown in figure 5(b)
for the optical link with PIB receivers in the optical
configuration of figure 3(b). In this case, the correlation
coefficient curves have maxima at receiver aperture diameters
D < d. With an increase in turbulence strength the maximum
correlation between received power signals occurs with
smaller size receivers.

6
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Figure 5. Dependences of the correlation coefficient γ on the ratio of receiver and transmitter aperture diameters D/d for: (a) optical link
in figure 3(a), and (b) optical link in figure 3(b). Correlation coefficients are plotted for different values of the refractive index structure
parameter C2

n . The parameters are the same as in figure 4.

5. Concluding remarks on potential applications to
laser communications

Correlation properties of power signals that are simultane-
ously measured at both ends of a bidirectional laser beam
propagation path—the major objective of the study—can be
utilized in different applications for mitigation of the negative
impact of refractive index random inhomogeneities along
the optical path of counter-propagating waves. One of the
most obvious applications is related to the mitigation of
atmospheric turbulence-induced signal fading in bidirectional
laser communication links [19–21]. The optical signal fading
mitigation problem inspired development of various tech-
niques that can be subdivided into two major groups: optical
(spatial, polarization, wavelength diversity [22], adaptive op-
tics [21, 23, 24], etc) and signal/data processing (adaptive data
rate [25], adaptive modulation and coding [26]) techniques.
Although these techniques can provide some performance
improvement of optical free-space communication systems,
they nevertheless require either installation of complicated,
bulky and expensive opto-electronic hardware (as in the
case of adaptive optics and diversity based techniques), or
setting up an additional link (optical or RF) for real-time
channel-state information transmission (as in the case for
adaptive data rate, and adaptive modulation and coding
methods).

The strong correlation—observed in the experiments
described here and confirmed through both theoretical
analysis and numerical simulations—between received power
signals in bidirectional optical links of different architectures
opens attractive opportunities for the combination of
optical and electronic (signal processing) tools for efficient
mitigation of atmospheric turbulence effects. Indeed, with
the nearly 100% correlation of received power signals that
can be achieved in optical links based on single-mode
fiber collimator transceivers, the data can be transmitted
and received only during time intervals (fading-free time
windows) when the received signal level exceeds a predefined
threshold Pthr (P1 > Pthr and P2 > Pthr) and can be buffered
during fade times intervals (fading time windows) when

P1 > Pthr or P2 > Pthr. In the case of ideal correlation
between received signals, these fading-free time windows
occur at both ends of the communication link synchronously.
This allows opening and closing the optical communication
channel simultaneously for both laser communication
transceivers without the need for sending back and forth
channel-state (link availability) information between both
transceivers. This turbulence-induced ‘cooperation’ between
remotely located laser communication transceivers based
on single-mode fiber collimators can also be used to
enhance communication link security without encryption
key distribution through the communication link. Different
characteristics of simultaneously measured randomly varying
power signals can be used to generate and/or change the
encryption key at both ends of the communication link. For
example, by setting a threshold value Pkey

thr > Pthr for the
received power signals and having identical devices that can
generate a new encryption key at both ends of communication
link each time when the received power signals exceed
Pkey

thr one can use ideal correlation between independently
measured received power signals to synchronously change
the data encryption key at the same random set of times
{tthr

j , j = 1, . . .} at both transceivers. Due to the rapid
decay in the correlation coefficient with a lateral shift
of the receiver aperture, as illustrated in figure 4(a), any
attempt to use an optical receiver to intercept the data
encryption key will fail even if the used threshold power
level is known, since decorrelation of signals results in a
different set of key change times. This turbulence-enhanced
(physics based) communication link security provides an
attractive alternative to technically complicated quantum
communication techniques [27, 28].
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